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Penetration Testing Course Content
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Module 1
Module 2
Module 3
Module 4

Module 5

Module 6
Module 7
Module 8

Module 9

Module 10

How to plan your Penetration Testing
Scoping your Penetration Testing
Network & Web-Application
Scanning Vulnerability

= Port Scanning

= Script Scanning

* Enumeration

= Service & Version Scanning

= Web-Application Scanning
Exploitation with Metasploit

= Exploit Vulnerability

= Bind & Reverse Shell

= Payload creation, etc.
Post-Exploitation
Pivoting Attack
Browser Exploitation

= BEEF exploit
Denial of Service

= DOS (Denial of Service

= DDOS (Distributed Denial of Service)
In-Depth Password Attacks

= John the Ripper



= Brute Force Attack

= Dictionary Attack

= Rainbow Table Attack

= Other Password Cracking Tools

> Module 11 : Cracking / Solving CTF’s
» Module 12 : Final Analysis
> Module 13 : Final Report Generation

= Manual Reporting
= Automatic Reporting



